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PUF, is a physical object whose operation cannot be
reproduced ("cloned") in physical way (by making
another system using the same technology), that for a
given input and conditions (challenge), provides a
physically defined "digital fingerprint" output
(response), that serves as a unique identifier.

A PUF is a physical entity embodied in a physical structure.

[1] Gao, et al. "Physical unclonable functions." Nature Electronics 3.2 (2020): 81-91.
[2] Wikipedia.org : "Physical unclonable functions."
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[1] Ignatenko, et al. "Biometric security from an information-theoretical perspective." FTCIT 7.2–3 (2012): 135-316
[2] Baur, “Secret Key Generation with Perfect Secrecy...” PhD diss., T. U. München, 2021.
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Theorem 1

[1] Nilesh, K., et al. "Information Theoretic Analysis of a Quantum PUF." ISIT (2024)
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a) Definition; b) Fano’s inequality; c) data processing inequality; d) chain rule for mutual information
e) Devetak, et al. "Distilling common randomness from bipartite quantum states." IEEE TIT 50.12 (2004): 3183-3196
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The achievability part follows directly using the Classical-Quantum
Slepian-Wolf (CQSW) protocol [1].

We just need to consider the codewords of each such channel code to be
almost of the same type.

This can be achieved by considering the largest subcode with
codewords of constant type. This gives the conditional distribution of
S uniform.

[1] Devetak, et al. "Classical data compression with quantum side information." Physical Review A 68.4 (2003): 042301.
[2] Ahlswede, et al. "Common randomness in information theory and cryptography. I." IEEE TIT 39.4 (1993): 1121-1132.
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1.

2.

[1] Devetak, et al. "Classical data compression with quantum side information." Physical Review A 68.4 (2003): 042301.
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Theorem 2

[1] Nilesh, K., et al. "Information Theoretic Analysis of a Quantum PUF." ISIT (2024)
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[1] Devetak, et al. "Distilling common randomness from bipartite quantum states." IEEE TIT 50.12 (2004): 3183-3196.



Proof of Theorem 2
Converse

10

The converse directly follows from the converse
of [1].

as the secret key rate cannot be larger than the
common randomness rate generated through the
same system.

[1] Devetak, et al. "Distilling common randomness from bipartite quantum states." IEEE TIT 50.12 (2004): 3183-3196.
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We estimate these quantities using Lemma:

[1] Devetak, et al. "Distilling common randomness from bipartite quantum states." IEEE TIT 50.12 (2004): 3183-3196.

[1]
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This gives the achievability of
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Theorem 3

The SK capacity with privacy leakage constraint is
equivalent to the SK capacity with storage constraint
when the bound on these two constraints are the same.

[1] Nilesh, K., et al. "Information Theoretic Analysis of a Quantum PUF." ISIT (2024)
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capacity with storage rate constraint given in Theorem 2.
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The basic idea is to construct a code that achieves the SK
capacity with storage rate constraint given in Theorem 2.

Particularly

Now using the fact that

we observe that the same code achieves the SK
capacity with privacy leakage constraint.
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Theorem 4

[1] Nilesh, K., et al. "Authentication based on Quantum PUF." submitted 
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Theorem 5

[1] Nilesh, K., et al. "Secure Storage and Identification based on Quantum PUF." submitted 
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