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Motivation: Denial of Service as Security Attack

Alice
<latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit><latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit><latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit><latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit>

Bob
<latexit sha1_base64="iifYz7JA7aKFwvds7XBnGS/aw+o=">AAAB8XicbZBNS8NAEIYn9avWr6pHL6FF8FQSEfRY9OKxgv3ANpTNdtMu3eyG3YlYQv+FFw+KePXfePPfuG1z0NYXFh7emWFn3jAR3KDnfTuFtfWNza3idmlnd2//oHx41DIq1ZQ1qRJKd0JimOCSNZGjYJ1EMxKHgrXD8c2s3n5k2nAl73GSsCAmQ8kjTgla66GH7AmzaxVO++WqV/PmclfBz6EKuRr98ldvoGgaM4lUEGO6vpdgkBGNnAo2LfVSwxJCx2TIuhYliZkJsvnGU/fUOgM3Uto+ie7c/T2RkdiYSRzazpjgyCzXZuZ/tW6K0VWQcZmkyCRdfBSlwkXlzs53B1wzimJigVDN7a4uHRFNKNqQSjYEf/nkVWid13zLdxfVeiWPowgnUIEz8OES6nALDWgCBQnP8ApvjnFenHfnY9FacPKZY/gj5/MH2MWQ6g==</latexit><latexit sha1_base64="iifYz7JA7aKFwvds7XBnGS/aw+o=">AAAB8XicbZBNS8NAEIYn9avWr6pHL6FF8FQSEfRY9OKxgv3ANpTNdtMu3eyG3YlYQv+FFw+KePXfePPfuG1z0NYXFh7emWFn3jAR3KDnfTuFtfWNza3idmlnd2//oHx41DIq1ZQ1qRJKd0JimOCSNZGjYJ1EMxKHgrXD8c2s3n5k2nAl73GSsCAmQ8kjTgla66GH7AmzaxVO++WqV/PmclfBz6EKuRr98ldvoGgaM4lUEGO6vpdgkBGNnAo2LfVSwxJCx2TIuhYliZkJsvnGU/fUOgM3Uto+ie7c/T2RkdiYSRzazpjgyCzXZuZ/tW6K0VWQcZmkyCRdfBSlwkXlzs53B1wzimJigVDN7a4uHRFNKNqQSjYEf/nkVWid13zLdxfVeiWPowgnUIEz8OES6nALDWgCBQnP8ApvjnFenHfnY9FacPKZY/gj5/MH2MWQ6g==</latexit><latexit sha1_base64="iifYz7JA7aKFwvds7XBnGS/aw+o=">AAAB8XicbZBNS8NAEIYn9avWr6pHL6FF8FQSEfRY9OKxgv3ANpTNdtMu3eyG3YlYQv+FFw+KePXfePPfuG1z0NYXFh7emWFn3jAR3KDnfTuFtfWNza3idmlnd2//oHx41DIq1ZQ1qRJKd0JimOCSNZGjYJ1EMxKHgrXD8c2s3n5k2nAl73GSsCAmQ8kjTgla66GH7AmzaxVO++WqV/PmclfBz6EKuRr98ldvoGgaM4lUEGO6vpdgkBGNnAo2LfVSwxJCx2TIuhYliZkJsvnGU/fUOgM3Uto+ie7c/T2RkdiYSRzazpjgyCzXZuZ/tW6K0VWQcZmkyCRdfBSlwkXlzs53B1wzimJigVDN7a4uHRFNKNqQSjYEf/nkVWid13zLdxfVeiWPowgnUIEz8OES6nALDWgCBQnP8ApvjnFenHfnY9FacPKZY/gj5/MH2MWQ6g==</latexit><latexit sha1_base64="iifYz7JA7aKFwvds7XBnGS/aw+o=">AAAB8XicbZBNS8NAEIYn9avWr6pHL6FF8FQSEfRY9OKxgv3ANpTNdtMu3eyG3YlYQv+FFw+KePXfePPfuG1z0NYXFh7emWFn3jAR3KDnfTuFtfWNza3idmlnd2//oHx41DIq1ZQ1qRJKd0JimOCSNZGjYJ1EMxKHgrXD8c2s3n5k2nAl73GSsCAmQ8kjTgla66GH7AmzaxVO++WqV/PmclfBz6EKuRr98ldvoGgaM4lUEGO6vpdgkBGNnAo2LfVSwxJCx2TIuhYliZkJsvnGU/fUOgM3Uto+ie7c/T2RkdiYSRzazpjgyCzXZuZ/tW6K0VWQcZmkyCRdfBSlwkXlzs53B1wzimJigVDN7a4uHRFNKNqQSjYEf/nkVWid13zLdxfVeiWPowgnUIEz8OES6nALDWgCBQnP8ApvjnFenHfnY9FacPKZY/gj5/MH2MWQ6g==</latexit>

Eve
<latexit sha1_base64="I/YEXEiBBwS8OtS1fDJ3vtJFQoc=">AAAB8XicbVDLSgNBEJz1GeMr6tHLkCB4CrtR0GNABI8RzAOTJcxOOsmQ2dllpjcYlvyFFw+KePVvvPk3TpI9aGJBQ1HVTXdXEEth0HW/nbX1jc2t7dxOfndv/+CwcHTcMFGiOdR5JCPdCpgBKRTUUaCEVqyBhYGEZjC6mfnNMWgjIvWAkxj8kA2U6AvO0EqPHYQnTG/HMO0WSm7ZnYOuEi8jJZKh1i18dXoRT0JQyCUzpu25Mfop0yi4hGm+kxiIGR+xAbQtVSwE46fzi6f0zCo92o+0LYV0rv6eSFlozCQMbGfIcGiWvZn4n9dOsH/tp0LFCYLii0X9RFKM6Ox92hMaOMqJJYxrYW+lfMg042hDytsQvOWXV0mjUvYuypX7y1K1mMWRI6ekSM6JR65IldyRGqkTThR5Jq/kzTHOi/PufCxa15xs5oT8gfP5A+3fkPs=</latexit>

Channel

Attack strategies of Eve:

• Security ⇒ quantum computer ⇒ very expensive

• Communication / decoding performance – Denial of Service ⇒ inexpensive

very expensive attacks on security mechanisms vs inexpensive jamming attacks

w As a consequence, we need resilience by design!
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Communication System with a Jammer

Channel

Xn

Y n

M

M̂

Jammer
<latexit sha1_base64="1VQUyAGBf7xvHwgnJlGzyjtJwvY=">AAAB9HicbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD0WvIinCvYD2lA220m7dDeJu5NiCf0dXjwo4tUf481/47bNQVtfWHh4Z4aZfYNECoOu++2srW9sbm0Xdoq7e/sHh6Wj46aJU82hwWMZ63bADEgRQQMFSmgnGpgKJLSC0c2s3hqDNiKOHnCSgK/YIBKh4Ayt5XcRnjC7Y0qBnvZKFbfqzkVXwcuhQnLVe6Wvbj/mqYIIuWTGdDw3QT9jGgWXMC12UwMJ4yM2gI7FiCkwfjY/ekrPrNOnYazti5DO3d8TGVPGTFRgOxXDoVmuzcz/ap0Uw2s/E1GSIkR8sShMJcWYzhKgfaGBo5xYYFwLeyvlQ6YZR5tT0YbgLX95FZoXVc/y/WWlVs7jKJBTUibnxCNXpEZuSZ00CCeP5Jm8kjdn7Lw4787HonXNyWdOyB85nz9IJJJR</latexit><latexit sha1_base64="1VQUyAGBf7xvHwgnJlGzyjtJwvY=">AAAB9HicbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD0WvIinCvYD2lA220m7dDeJu5NiCf0dXjwo4tUf481/47bNQVtfWHh4Z4aZfYNECoOu++2srW9sbm0Xdoq7e/sHh6Wj46aJU82hwWMZ63bADEgRQQMFSmgnGpgKJLSC0c2s3hqDNiKOHnCSgK/YIBKh4Ayt5XcRnjC7Y0qBnvZKFbfqzkVXwcuhQnLVe6Wvbj/mqYIIuWTGdDw3QT9jGgWXMC12UwMJ4yM2gI7FiCkwfjY/ekrPrNOnYazti5DO3d8TGVPGTFRgOxXDoVmuzcz/ap0Uw2s/E1GSIkR8sShMJcWYzhKgfaGBo5xYYFwLeyvlQ6YZR5tT0YbgLX95FZoXVc/y/WWlVs7jKJBTUibnxCNXpEZuSZ00CCeP5Jm8kjdn7Lw4787HonXNyWdOyB85nz9IJJJR</latexit><latexit sha1_base64="1VQUyAGBf7xvHwgnJlGzyjtJwvY=">AAAB9HicbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD0WvIinCvYD2lA220m7dDeJu5NiCf0dXjwo4tUf481/47bNQVtfWHh4Z4aZfYNECoOu++2srW9sbm0Xdoq7e/sHh6Wj46aJU82hwWMZ63bADEgRQQMFSmgnGpgKJLSC0c2s3hqDNiKOHnCSgK/YIBKh4Ayt5XcRnjC7Y0qBnvZKFbfqzkVXwcuhQnLVe6Wvbj/mqYIIuWTGdDw3QT9jGgWXMC12UwMJ4yM2gI7FiCkwfjY/ekrPrNOnYazti5DO3d8TGVPGTFRgOxXDoVmuzcz/ap0Uw2s/E1GSIkR8sShMJcWYzhKgfaGBo5xYYFwLeyvlQ6YZR5tT0YbgLX95FZoXVc/y/WWlVs7jKJBTUibnxCNXpEZuSZ00CCeP5Jm8kjdn7Lw4787HonXNyWdOyB85nz9IJJJR</latexit><latexit sha1_base64="1VQUyAGBf7xvHwgnJlGzyjtJwvY=">AAAB9HicbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD0WvIinCvYD2lA220m7dDeJu5NiCf0dXjwo4tUf481/47bNQVtfWHh4Z4aZfYNECoOu++2srW9sbm0Xdoq7e/sHh6Wj46aJU82hwWMZ63bADEgRQQMFSmgnGpgKJLSC0c2s3hqDNiKOHnCSgK/YIBKh4Ayt5XcRnjC7Y0qBnvZKFbfqzkVXwcuhQnLVe6Wvbj/mqYIIuWTGdDw3QT9jGgWXMC12UwMJ4yM2gI7FiCkwfjY/ekrPrNOnYazti5DO3d8TGVPGTFRgOxXDoVmuzcz/ap0Uw2s/E1GSIkR8sShMJcWYzhKgfaGBo5xYYFwLeyvlQ6YZR5tT0YbgLX95FZoXVc/y/WWlVs7jKJBTUibnxCNXpEZuSZ00CCeP5Jm8kjdn7Lw4787HonXNyWdOyB85nz9IJJJR</latexit>

Bob
<latexit sha1_base64="iifYz7JA7aKFwvds7XBnGS/aw+o=">AAAB8XicbZBNS8NAEIYn9avWr6pHL6FF8FQSEfRY9OKxgv3ANpTNdtMu3eyG3YlYQv+FFw+KePXfePPfuG1z0NYXFh7emWFn3jAR3KDnfTuFtfWNza3idmlnd2//oHx41DIq1ZQ1qRJKd0JimOCSNZGjYJ1EMxKHgrXD8c2s3n5k2nAl73GSsCAmQ8kjTgla66GH7AmzaxVO++WqV/PmclfBz6EKuRr98ldvoGgaM4lUEGO6vpdgkBGNnAo2LfVSwxJCx2TIuhYliZkJsvnGU/fUOgM3Uto+ie7c/T2RkdiYSRzazpjgyCzXZuZ/tW6K0VWQcZmkyCRdfBSlwkXlzs53B1wzimJigVDN7a4uHRFNKNqQSjYEf/nkVWid13zLdxfVeiWPowgnUIEz8OES6nALDWgCBQnP8ApvjnFenHfnY9FacPKZY/gj5/MH2MWQ6g==</latexit><latexit sha1_base64="iifYz7JA7aKFwvds7XBnGS/aw+o=">AAAB8XicbZBNS8NAEIYn9avWr6pHL6FF8FQSEfRY9OKxgv3ANpTNdtMu3eyG3YlYQv+FFw+KePXfePPfuG1z0NYXFh7emWFn3jAR3KDnfTuFtfWNza3idmlnd2//oHx41DIq1ZQ1qRJKd0JimOCSNZGjYJ1EMxKHgrXD8c2s3n5k2nAl73GSsCAmQ8kjTgla66GH7AmzaxVO++WqV/PmclfBz6EKuRr98ldvoGgaM4lUEGO6vpdgkBGNnAo2LfVSwxJCx2TIuhYliZkJsvnGU/fUOgM3Uto+ie7c/T2RkdiYSRzazpjgyCzXZuZ/tW6K0VWQcZmkyCRdfBSlwkXlzs53B1wzimJigVDN7a4uHRFNKNqQSjYEf/nkVWid13zLdxfVeiWPowgnUIEz8OES6nALDWgCBQnP8ApvjnFenHfnY9FacPKZY/gj5/MH2MWQ6g==</latexit><latexit sha1_base64="iifYz7JA7aKFwvds7XBnGS/aw+o=">AAAB8XicbZBNS8NAEIYn9avWr6pHL6FF8FQSEfRY9OKxgv3ANpTNdtMu3eyG3YlYQv+FFw+KePXfePPfuG1z0NYXFh7emWFn3jAR3KDnfTuFtfWNza3idmlnd2//oHx41DIq1ZQ1qRJKd0JimOCSNZGjYJ1EMxKHgrXD8c2s3n5k2nAl73GSsCAmQ8kjTgla66GH7AmzaxVO++WqV/PmclfBz6EKuRr98ldvoGgaM4lUEGO6vpdgkBGNnAo2LfVSwxJCx2TIuhYliZkJsvnGU/fUOgM3Uto+ie7c/T2RkdiYSRzazpjgyCzXZuZ/tW6K0VWQcZmkyCRdfBSlwkXlzs53B1wzimJigVDN7a4uHRFNKNqQSjYEf/nkVWid13zLdxfVeiWPowgnUIEz8OES6nALDWgCBQnP8ApvjnFenHfnY9FacPKZY/gj5/MH2MWQ6g==</latexit><latexit sha1_base64="iifYz7JA7aKFwvds7XBnGS/aw+o=">AAAB8XicbZBNS8NAEIYn9avWr6pHL6FF8FQSEfRY9OKxgv3ANpTNdtMu3eyG3YlYQv+FFw+KePXfePPfuG1z0NYXFh7emWFn3jAR3KDnfTuFtfWNza3idmlnd2//oHx41DIq1ZQ1qRJKd0JimOCSNZGjYJ1EMxKHgrXD8c2s3n5k2nAl73GSsCAmQ8kjTgla66GH7AmzaxVO++WqV/PmclfBz6EKuRr98ldvoGgaM4lUEGO6vpdgkBGNnAo2LfVSwxJCx2TIuhYliZkJsvnGU/fUOgM3Uto+ie7c/T2RkdiYSRzazpjgyCzXZuZ/tW6K0VWQcZmkyCRdfBSlwkXlzs53B1wzimJigVDN7a4uHRFNKNqQSjYEf/nkVWid13zLdxfVeiWPowgnUIEz8OES6nALDWgCBQnP8ApvjnFenHfnY9FacPKZY/gj5/MH2MWQ6g==</latexit>

Sn
<latexit sha1_base64="9srKqQTQ5mxT47rZr+f63etgjHo=">AAAB6nicbZBNS8NAEIYn9avWr6pHL0uL4KkkIuix4MVjpfYD2lg220m7dLMJuxuhhP4ELx4U8eov8ua/cdvmoK0vLDy8M8POvEEiuDau++0UNja3tneKu6W9/YPDo/LxSVvHqWLYYrGIVTegGgWX2DLcCOwmCmkUCOwEk9t5vfOESvNYPphpgn5ER5KHnFFjrWbzUQ7KVbfmLkTWwcuhCrkag/JXfxizNEJpmKBa9zw3MX5GleFM4KzUTzUmlE3oCHsWJY1Q+9li1Rk5t86QhLGyTxqycH9PZDTSehoFtjOiZqxXa3Pzv1ovNeGNn3GZpAYlW34UpoKYmMzvJkOukBkxtUCZ4nZXwsZUUWZsOiUbgrd68jq0L2ue5furar2Sx1GEM6jABXhwDXW4gwa0gMEInuEV3hzhvDjvzseyteDkM6fwR87nDySjjZc=</latexit><latexit sha1_base64="9srKqQTQ5mxT47rZr+f63etgjHo=">AAAB6nicbZBNS8NAEIYn9avWr6pHL0uL4KkkIuix4MVjpfYD2lg220m7dLMJuxuhhP4ELx4U8eov8ua/cdvmoK0vLDy8M8POvEEiuDau++0UNja3tneKu6W9/YPDo/LxSVvHqWLYYrGIVTegGgWX2DLcCOwmCmkUCOwEk9t5vfOESvNYPphpgn5ER5KHnFFjrWbzUQ7KVbfmLkTWwcuhCrkag/JXfxizNEJpmKBa9zw3MX5GleFM4KzUTzUmlE3oCHsWJY1Q+9li1Rk5t86QhLGyTxqycH9PZDTSehoFtjOiZqxXa3Pzv1ovNeGNn3GZpAYlW34UpoKYmMzvJkOukBkxtUCZ4nZXwsZUUWZsOiUbgrd68jq0L2ue5furar2Sx1GEM6jABXhwDXW4gwa0gMEInuEV3hzhvDjvzseyteDkM6fwR87nDySjjZc=</latexit><latexit sha1_base64="9srKqQTQ5mxT47rZr+f63etgjHo=">AAAB6nicbZBNS8NAEIYn9avWr6pHL0uL4KkkIuix4MVjpfYD2lg220m7dLMJuxuhhP4ELx4U8eov8ua/cdvmoK0vLDy8M8POvEEiuDau++0UNja3tneKu6W9/YPDo/LxSVvHqWLYYrGIVTegGgWX2DLcCOwmCmkUCOwEk9t5vfOESvNYPphpgn5ER5KHnFFjrWbzUQ7KVbfmLkTWwcuhCrkag/JXfxizNEJpmKBa9zw3MX5GleFM4KzUTzUmlE3oCHsWJY1Q+9li1Rk5t86QhLGyTxqycH9PZDTSehoFtjOiZqxXa3Pzv1ovNeGNn3GZpAYlW34UpoKYmMzvJkOukBkxtUCZ4nZXwsZUUWZsOiUbgrd68jq0L2ue5furar2Sx1GEM6jABXhwDXW4gwa0gMEInuEV3hzhvDjvzseyteDkM6fwR87nDySjjZc=</latexit><latexit sha1_base64="9srKqQTQ5mxT47rZr+f63etgjHo=">AAAB6nicbZBNS8NAEIYn9avWr6pHL0uL4KkkIuix4MVjpfYD2lg220m7dLMJuxuhhP4ELx4U8eov8ua/cdvmoK0vLDy8M8POvEEiuDau++0UNja3tneKu6W9/YPDo/LxSVvHqWLYYrGIVTegGgWX2DLcCOwmCmkUCOwEk9t5vfOESvNYPphpgn5ER5KHnFFjrWbzUQ7KVbfmLkTWwcuhCrkag/JXfxizNEJpmKBa9zw3MX5GleFM4KzUTzUmlE3oCHsWJY1Q+9li1Rk5t86QhLGyTxqycH9PZDTSehoFtjOiZqxXa3Pzv1ovNeGNn3GZpAYlW34UpoKYmMzvJkOukBkxtUCZ4nZXwsZUUWZsOiUbgrd68jq0L2ue5furar2Sx1GEM6jABXhwDXW4gwa0gMEInuEV3hzhvDjvzseyteDkM6fwR87nDySjjZc=</latexit>

Wn(yn|xn, sn)
<latexit sha1_base64="7QBDWCJOJD0v8QnmUcS+KrQJ/V4=">AAAB+XicbVBNS8NAEJ3Ur1q/oh69BItQQUpSBT0WvHisYD+gTcpmu2mXbjZhd1MMsf/EiwdFvPpPvPlv3LY5aOuDgcd7M8zM82NGpbLtb6Owtr6xuVXcLu3s7u0fmIdHLRklApMmjlgkOj6ShFFOmooqRjqxICj0GWn749uZ354QIWnEH1QaEzdEQ04DipHSUt802x6vpB5/evT4hfT4ed8s21V7DmuVODkpQ45G3/zqDSKchIQrzJCUXceOlZshoShmZFrqJZLECI/RkHQ15Sgk0s3ml0+tM60MrCASuriy5urviQyFUqahrztDpEZy2ZuJ/3ndRAU3bkZ5nCjC8WJRkDBLRdYsBmtABcGKpZogLKi+1cIjJBBWOqySDsFZfnmVtGpV57Jau78q10/zOIpwAqdQAQeuoQ530IAmYJjAM7zCm5EZL8a78bFoLRj5zDH8gfH5A+VjkxM=</latexit>

Dec �
<latexit sha1_base64="+PO1aa6avxCwzSG/gEt0JUPC9AI=">AAAB+HicbVDLSgNBEJz1GeMjqx69DAmCp7AbBT0G9OAxgnlAsoTZSW8yZPbBTK8Yl3yJFw+KePVTvPk3TpI9aGJBQ1HVTXeXn0ih0XG+rbX1jc2t7cJOcXdv/6BkHx61dJwqDk0ey1h1fKZBigiaKFBCJ1HAQl9C2x9fz/z2Aygt4ugeJwl4IRtGIhCcoZH6dqmH8IjZDXA67SUj0bcrTtWZg64SNycVkqPRt796g5inIUTIJdO66zoJehlTKLiEabGXakgYH7MhdA2NWAjay+aHT+mpUQY0iJWpCOlc/T2RsVDrSeibzpDhSC97M/E/r5ticOVlIkpShIgvFgWppBjTWQp0IBRwlBNDGFfC3Er5iCnG0WRVNCG4yy+vklat6p5Xa3cXlXo5j6NATkiZnBGXXJI6uSUN0iScpOSZvJI368l6sd6tj0XrmpXPHJM/sD5/ALnnkwc=</latexit>

Enc E
<latexit sha1_base64="KS7KkC+1Gf8XauBmXoRkZYZ7BXQ=">AAAB83icbVDLSgNBEJyNrxhfUY9ehgTBU9iNgh4DEvAYwTwgWcLspDcZMju7zPSKYclvePGgiFd/xpt/4+Rx0MSChqKqm+6uIJHCoOt+O7mNza3tnfxuYW//4PCoeHzSMnGqOTR5LGPdCZgBKRQ0UaCETqKBRYGEdjC+nfntR9BGxOoBJwn4ERsqEQrO0Eq9HsITZnXF6bTeL5bdijsHXSfekpTJEo1+8as3iHkagUIumTFdz03Qz5hGwSVMC73UQML4mA2ha6liERg/m988pedWGdAw1rYU0rn6eyJjkTGTKLCdEcORWfVm4n9eN8Xwxs+ESlIExReLwlRSjOksADoQGjjKiSWMa2FvpXzENONoYyrYELzVl9dJq1rxLivV+6tyrbSMI0/OSIlcEI9ckxq5Iw3SJJwk5Jm8kjcndV6cd+dj0ZpzljOn5A+czx/J15Fq</latexit>

Alice
<latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit><latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit><latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit><latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit>

E, �
<latexit sha1_base64="a+12F6+lrnKuzQcO3+O6bu35Pc4=">AAAB7nicbVBNSwMxEJ31s9avqkcvoUXwIGW3CnosiOCxgv2AdinZNNuGJtmQZIWy9Ed48aCIV3+PN/+NabsHbX0w8Hhvhpl5keLMWN//9tbWNza3tgs7xd29/YPD0tFxyySpJrRJEp7oToQN5UzSpmWW047SFIuI03Y0vp357SeqDUvko50oGgo8lCxmBFsnte8uUE+NWL9U8av+HGiVBDmpQI5Gv/TVGyQkFVRawrEx3cBXNsywtoxwOi32UkMVJmM8pF1HJRbUhNn83Ck6c8oAxYl2JS2aq78nMiyMmYjIdQpsR2bZm4n/ed3UxjdhxqRKLZVksShOObIJmv2OBkxTYvnEEUw0c7ciMsIaE+sSKroQguWXV0mrVg0uq7WHq0q9nMdRgFMowzkEcA11uIcGNIHAGJ7hFd485b14797HonXNy2dO4A+8zx9Yx47S</latexit>• Let X , Y, and S be finite input, output, state (jamming) alphabets

• For fixed sn ∈ Sn, the DMC is

Wn(yn|xn, sn) =
n∏

i=1

W (yi|xi, si)

• Jammer with Partial Knowledge knows encoder E and decoder ϕ

• Jammer with Full Knowledge additionally knows actual message M (or Xn = Xn(M))
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Denial-of-Service (DoS) Attacks

• Goal of the Jammer: Successfully launch a DoS attack

• We are interested in studying DoS attacks, where the Jammer is able to completely
disrupt the communication

w Whatever decoding strategy the receiver may use and computational capabilities the
receiver may have, it is not able to decode the transmitted message

• Such DoS attacks can be
• unintentionally due to high interference coming from other (uncoordinated) transmitters or
• intentionally due to jamming attacks from active adversaries

• The traditional approach of detecting such attacks and reacting to those is realized on
higher layers based on channel state information (such as SINR, RSS, ...) and may
further be integrated into the resource allocation
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Denial-of-Service (DoS) Attacks (2)

Question: Is it possible at all to realize detection of (and subsequent reaction to)
DoS attacks on higher layers?

• Particularly relevant as there is a recent trend towards realizing functionalities in
software only (such as software-defined networking (SDN) and network function
virtualization (NFV))

How can we formalize this in a precise and rigorous way?
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Detection of DoS Attacks via Turing Machines

Channel

Xn

Y n

M

M̂

Jammer
<latexit sha1_base64="1VQUyAGBf7xvHwgnJlGzyjtJwvY=">AAAB9HicbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD0WvIinCvYD2lA220m7dDeJu5NiCf0dXjwo4tUf481/47bNQVtfWHh4Z4aZfYNECoOu++2srW9sbm0Xdoq7e/sHh6Wj46aJU82hwWMZ63bADEgRQQMFSmgnGpgKJLSC0c2s3hqDNiKOHnCSgK/YIBKh4Ayt5XcRnjC7Y0qBnvZKFbfqzkVXwcuhQnLVe6Wvbj/mqYIIuWTGdDw3QT9jGgWXMC12UwMJ4yM2gI7FiCkwfjY/ekrPrNOnYazti5DO3d8TGVPGTFRgOxXDoVmuzcz/ap0Uw2s/E1GSIkR8sShMJcWYzhKgfaGBo5xYYFwLeyvlQ6YZR5tT0YbgLX95FZoXVc/y/WWlVs7jKJBTUibnxCNXpEZuSZ00CCeP5Jm8kjdn7Lw4787HonXNyWdOyB85nz9IJJJR</latexit><latexit sha1_base64="1VQUyAGBf7xvHwgnJlGzyjtJwvY=">AAAB9HicbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD0WvIinCvYD2lA220m7dDeJu5NiCf0dXjwo4tUf481/47bNQVtfWHh4Z4aZfYNECoOu++2srW9sbm0Xdoq7e/sHh6Wj46aJU82hwWMZ63bADEgRQQMFSmgnGpgKJLSC0c2s3hqDNiKOHnCSgK/YIBKh4Ayt5XcRnjC7Y0qBnvZKFbfqzkVXwcuhQnLVe6Wvbj/mqYIIuWTGdDw3QT9jGgWXMC12UwMJ4yM2gI7FiCkwfjY/ekrPrNOnYazti5DO3d8TGVPGTFRgOxXDoVmuzcz/ap0Uw2s/E1GSIkR8sShMJcWYzhKgfaGBo5xYYFwLeyvlQ6YZR5tT0YbgLX95FZoXVc/y/WWlVs7jKJBTUibnxCNXpEZuSZ00CCeP5Jm8kjdn7Lw4787HonXNyWdOyB85nz9IJJJR</latexit><latexit sha1_base64="1VQUyAGBf7xvHwgnJlGzyjtJwvY=">AAAB9HicbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD0WvIinCvYD2lA220m7dDeJu5NiCf0dXjwo4tUf481/47bNQVtfWHh4Z4aZfYNECoOu++2srW9sbm0Xdoq7e/sHh6Wj46aJU82hwWMZ63bADEgRQQMFSmgnGpgKJLSC0c2s3hqDNiKOHnCSgK/YIBKh4Ayt5XcRnjC7Y0qBnvZKFbfqzkVXwcuhQnLVe6Wvbj/mqYIIuWTGdDw3QT9jGgWXMC12UwMJ4yM2gI7FiCkwfjY/ekrPrNOnYazti5DO3d8TGVPGTFRgOxXDoVmuzcz/ap0Uw2s/E1GSIkR8sShMJcWYzhKgfaGBo5xYYFwLeyvlQ6YZR5tT0YbgLX95FZoXVc/y/WWlVs7jKJBTUibnxCNXpEZuSZ00CCeP5Jm8kjdn7Lw4787HonXNyWdOyB85nz9IJJJR</latexit><latexit sha1_base64="1VQUyAGBf7xvHwgnJlGzyjtJwvY=">AAAB9HicbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD0WvIinCvYD2lA220m7dDeJu5NiCf0dXjwo4tUf481/47bNQVtfWHh4Z4aZfYNECoOu++2srW9sbm0Xdoq7e/sHh6Wj46aJU82hwWMZ63bADEgRQQMFSmgnGpgKJLSC0c2s3hqDNiKOHnCSgK/YIBKh4Ayt5XcRnjC7Y0qBnvZKFbfqzkVXwcuhQnLVe6Wvbj/mqYIIuWTGdDw3QT9jGgWXMC12UwMJ4yM2gI7FiCkwfjY/ekrPrNOnYazti5DO3d8TGVPGTFRgOxXDoVmuzcz/ap0Uw2s/E1GSIkR8sShMJcWYzhKgfaGBo5xYYFwLeyvlQ6YZR5tT0YbgLX95FZoXVc/y/WWlVs7jKJBTUibnxCNXpEZuSZ00CCeP5Jm8kjdn7Lw4787HonXNyWdOyB85nz9IJJJR</latexit>

Bob
<latexit sha1_base64="iifYz7JA7aKFwvds7XBnGS/aw+o=">AAAB8XicbZBNS8NAEIYn9avWr6pHL6FF8FQSEfRY9OKxgv3ANpTNdtMu3eyG3YlYQv+FFw+KePXfePPfuG1z0NYXFh7emWFn3jAR3KDnfTuFtfWNza3idmlnd2//oHx41DIq1ZQ1qRJKd0JimOCSNZGjYJ1EMxKHgrXD8c2s3n5k2nAl73GSsCAmQ8kjTgla66GH7AmzaxVO++WqV/PmclfBz6EKuRr98ldvoGgaM4lUEGO6vpdgkBGNnAo2LfVSwxJCx2TIuhYliZkJsvnGU/fUOgM3Uto+ie7c/T2RkdiYSRzazpjgyCzXZuZ/tW6K0VWQcZmkyCRdfBSlwkXlzs53B1wzimJigVDN7a4uHRFNKNqQSjYEf/nkVWid13zLdxfVeiWPowgnUIEz8OES6nALDWgCBQnP8ApvjnFenHfnY9FacPKZY/gj5/MH2MWQ6g==</latexit><latexit sha1_base64="iifYz7JA7aKFwvds7XBnGS/aw+o=">AAAB8XicbZBNS8NAEIYn9avWr6pHL6FF8FQSEfRY9OKxgv3ANpTNdtMu3eyG3YlYQv+FFw+KePXfePPfuG1z0NYXFh7emWFn3jAR3KDnfTuFtfWNza3idmlnd2//oHx41DIq1ZQ1qRJKd0JimOCSNZGjYJ1EMxKHgrXD8c2s3n5k2nAl73GSsCAmQ8kjTgla66GH7AmzaxVO++WqV/PmclfBz6EKuRr98ldvoGgaM4lUEGO6vpdgkBGNnAo2LfVSwxJCx2TIuhYliZkJsvnGU/fUOgM3Uto+ie7c/T2RkdiYSRzazpjgyCzXZuZ/tW6K0VWQcZmkyCRdfBSlwkXlzs53B1wzimJigVDN7a4uHRFNKNqQSjYEf/nkVWid13zLdxfVeiWPowgnUIEz8OES6nALDWgCBQnP8ApvjnFenHfnY9FacPKZY/gj5/MH2MWQ6g==</latexit><latexit sha1_base64="iifYz7JA7aKFwvds7XBnGS/aw+o=">AAAB8XicbZBNS8NAEIYn9avWr6pHL6FF8FQSEfRY9OKxgv3ANpTNdtMu3eyG3YlYQv+FFw+KePXfePPfuG1z0NYXFh7emWFn3jAR3KDnfTuFtfWNza3idmlnd2//oHx41DIq1ZQ1qRJKd0JimOCSNZGjYJ1EMxKHgrXD8c2s3n5k2nAl73GSsCAmQ8kjTgla66GH7AmzaxVO++WqV/PmclfBz6EKuRr98ldvoGgaM4lUEGO6vpdgkBGNnAo2LfVSwxJCx2TIuhYliZkJsvnGU/fUOgM3Uto+ie7c/T2RkdiYSRzazpjgyCzXZuZ/tW6K0VWQcZmkyCRdfBSlwkXlzs53B1wzimJigVDN7a4uHRFNKNqQSjYEf/nkVWid13zLdxfVeiWPowgnUIEz8OES6nALDWgCBQnP8ApvjnFenHfnY9FacPKZY/gj5/MH2MWQ6g==</latexit><latexit sha1_base64="iifYz7JA7aKFwvds7XBnGS/aw+o=">AAAB8XicbZBNS8NAEIYn9avWr6pHL6FF8FQSEfRY9OKxgv3ANpTNdtMu3eyG3YlYQv+FFw+KePXfePPfuG1z0NYXFh7emWFn3jAR3KDnfTuFtfWNza3idmlnd2//oHx41DIq1ZQ1qRJKd0JimOCSNZGjYJ1EMxKHgrXD8c2s3n5k2nAl73GSsCAmQ8kjTgla66GH7AmzaxVO++WqV/PmclfBz6EKuRr98ldvoGgaM4lUEGO6vpdgkBGNnAo2LfVSwxJCx2TIuhYliZkJsvnGU/fUOgM3Uto+ie7c/T2RkdiYSRzazpjgyCzXZuZ/tW6K0VWQcZmkyCRdfBSlwkXlzs53B1wzimJigVDN7a4uHRFNKNqQSjYEf/nkVWid13zLdxfVeiWPowgnUIEz8OES6nALDWgCBQnP8ApvjnFenHfnY9FacPKZY/gj5/MH2MWQ6g==</latexit>

Sn
<latexit sha1_base64="9srKqQTQ5mxT47rZr+f63etgjHo=">AAAB6nicbZBNS8NAEIYn9avWr6pHL0uL4KkkIuix4MVjpfYD2lg220m7dLMJuxuhhP4ELx4U8eov8ua/cdvmoK0vLDy8M8POvEEiuDau++0UNja3tneKu6W9/YPDo/LxSVvHqWLYYrGIVTegGgWX2DLcCOwmCmkUCOwEk9t5vfOESvNYPphpgn5ER5KHnFFjrWbzUQ7KVbfmLkTWwcuhCrkag/JXfxizNEJpmKBa9zw3MX5GleFM4KzUTzUmlE3oCHsWJY1Q+9li1Rk5t86QhLGyTxqycH9PZDTSehoFtjOiZqxXa3Pzv1ovNeGNn3GZpAYlW34UpoKYmMzvJkOukBkxtUCZ4nZXwsZUUWZsOiUbgrd68jq0L2ue5furar2Sx1GEM6jABXhwDXW4gwa0gMEInuEV3hzhvDjvzseyteDkM6fwR87nDySjjZc=</latexit><latexit sha1_base64="9srKqQTQ5mxT47rZr+f63etgjHo=">AAAB6nicbZBNS8NAEIYn9avWr6pHL0uL4KkkIuix4MVjpfYD2lg220m7dLMJuxuhhP4ELx4U8eov8ua/cdvmoK0vLDy8M8POvEEiuDau++0UNja3tneKu6W9/YPDo/LxSVvHqWLYYrGIVTegGgWX2DLcCOwmCmkUCOwEk9t5vfOESvNYPphpgn5ER5KHnFFjrWbzUQ7KVbfmLkTWwcuhCrkag/JXfxizNEJpmKBa9zw3MX5GleFM4KzUTzUmlE3oCHsWJY1Q+9li1Rk5t86QhLGyTxqycH9PZDTSehoFtjOiZqxXa3Pzv1ovNeGNn3GZpAYlW34UpoKYmMzvJkOukBkxtUCZ4nZXwsZUUWZsOiUbgrd68jq0L2ue5furar2Sx1GEM6jABXhwDXW4gwa0gMEInuEV3hzhvDjvzseyteDkM6fwR87nDySjjZc=</latexit><latexit sha1_base64="9srKqQTQ5mxT47rZr+f63etgjHo=">AAAB6nicbZBNS8NAEIYn9avWr6pHL0uL4KkkIuix4MVjpfYD2lg220m7dLMJuxuhhP4ELx4U8eov8ua/cdvmoK0vLDy8M8POvEEiuDau++0UNja3tneKu6W9/YPDo/LxSVvHqWLYYrGIVTegGgWX2DLcCOwmCmkUCOwEk9t5vfOESvNYPphpgn5ER5KHnFFjrWbzUQ7KVbfmLkTWwcuhCrkag/JXfxizNEJpmKBa9zw3MX5GleFM4KzUTzUmlE3oCHsWJY1Q+9li1Rk5t86QhLGyTxqycH9PZDTSehoFtjOiZqxXa3Pzv1ovNeGNn3GZpAYlW34UpoKYmMzvJkOukBkxtUCZ4nZXwsZUUWZsOiUbgrd68jq0L2ue5furar2Sx1GEM6jABXhwDXW4gwa0gMEInuEV3hzhvDjvzseyteDkM6fwR87nDySjjZc=</latexit><latexit sha1_base64="9srKqQTQ5mxT47rZr+f63etgjHo=">AAAB6nicbZBNS8NAEIYn9avWr6pHL0uL4KkkIuix4MVjpfYD2lg220m7dLMJuxuhhP4ELx4U8eov8ua/cdvmoK0vLDy8M8POvEEiuDau++0UNja3tneKu6W9/YPDo/LxSVvHqWLYYrGIVTegGgWX2DLcCOwmCmkUCOwEk9t5vfOESvNYPphpgn5ER5KHnFFjrWbzUQ7KVbfmLkTWwcuhCrkag/JXfxizNEJpmKBa9zw3MX5GleFM4KzUTzUmlE3oCHsWJY1Q+9li1Rk5t86QhLGyTxqycH9PZDTSehoFtjOiZqxXa3Pzv1ovNeGNn3GZpAYlW34UpoKYmMzvJkOukBkxtUCZ4nZXwsZUUWZsOiUbgrd68jq0L2ue5furar2Sx1GEM6jABXhwDXW4gwa0gMEInuEV3hzhvDjvzseyteDkM6fwR87nDySjjZc=</latexit>

Wn(yn|xn, sn)
<latexit sha1_base64="7QBDWCJOJD0v8QnmUcS+KrQJ/V4=">AAAB+XicbVBNS8NAEJ3Ur1q/oh69BItQQUpSBT0WvHisYD+gTcpmu2mXbjZhd1MMsf/EiwdFvPpPvPlv3LY5aOuDgcd7M8zM82NGpbLtb6Owtr6xuVXcLu3s7u0fmIdHLRklApMmjlgkOj6ShFFOmooqRjqxICj0GWn749uZ354QIWnEH1QaEzdEQ04DipHSUt802x6vpB5/evT4hfT4ed8s21V7DmuVODkpQ45G3/zqDSKchIQrzJCUXceOlZshoShmZFrqJZLECI/RkHQ15Sgk0s3ml0+tM60MrCASuriy5urviQyFUqahrztDpEZy2ZuJ/3ndRAU3bkZ5nCjC8WJRkDBLRdYsBmtABcGKpZogLKi+1cIjJBBWOqySDsFZfnmVtGpV57Jau78q10/zOIpwAqdQAQeuoQ530IAmYJjAM7zCm5EZL8a78bFoLRj5zDH8gfH5A+VjkxM=</latexit>

Dec �
<latexit sha1_base64="+PO1aa6avxCwzSG/gEt0JUPC9AI=">AAAB+HicbVDLSgNBEJz1GeMjqx69DAmCp7AbBT0G9OAxgnlAsoTZSW8yZPbBTK8Yl3yJFw+KePVTvPk3TpI9aGJBQ1HVTXeXn0ih0XG+rbX1jc2t7cJOcXdv/6BkHx61dJwqDk0ey1h1fKZBigiaKFBCJ1HAQl9C2x9fz/z2Aygt4ugeJwl4IRtGIhCcoZH6dqmH8IjZDXA67SUj0bcrTtWZg64SNycVkqPRt796g5inIUTIJdO66zoJehlTKLiEabGXakgYH7MhdA2NWAjay+aHT+mpUQY0iJWpCOlc/T2RsVDrSeibzpDhSC97M/E/r5ticOVlIkpShIgvFgWppBjTWQp0IBRwlBNDGFfC3Er5iCnG0WRVNCG4yy+vklat6p5Xa3cXlXo5j6NATkiZnBGXXJI6uSUN0iScpOSZvJI368l6sd6tj0XrmpXPHJM/sD5/ALnnkwc=</latexit>

Enc E
<latexit sha1_base64="KS7KkC+1Gf8XauBmXoRkZYZ7BXQ=">AAAB83icbVDLSgNBEJyNrxhfUY9ehgTBU9iNgh4DEvAYwTwgWcLspDcZMju7zPSKYclvePGgiFd/xpt/4+Rx0MSChqKqm+6uIJHCoOt+O7mNza3tnfxuYW//4PCoeHzSMnGqOTR5LGPdCZgBKRQ0UaCETqKBRYGEdjC+nfntR9BGxOoBJwn4ERsqEQrO0Eq9HsITZnXF6bTeL5bdijsHXSfekpTJEo1+8as3iHkagUIumTFdz03Qz5hGwSVMC73UQML4mA2ha6liERg/m988pedWGdAw1rYU0rn6eyJjkTGTKLCdEcORWfVm4n9eN8Xwxs+ESlIExReLwlRSjOksADoQGjjKiSWMa2FvpXzENONoYyrYELzVl9dJq1rxLivV+6tyrbSMI0/OSIlcEI9ckxq5Iw3SJJwk5Jm8kjcndV6cd+dj0ZpzljOn5A+czx/J15Fq</latexit>

Alice
<latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit><latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit><latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit><latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit>

E, �
<latexit sha1_base64="a+12F6+lrnKuzQcO3+O6bu35Pc4=">AAAB7nicbVBNSwMxEJ31s9avqkcvoUXwIGW3CnosiOCxgv2AdinZNNuGJtmQZIWy9Ed48aCIV3+PN/+NabsHbX0w8Hhvhpl5keLMWN//9tbWNza3tgs7xd29/YPD0tFxyySpJrRJEp7oToQN5UzSpmWW047SFIuI03Y0vp357SeqDUvko50oGgo8lCxmBFsnte8uUE+NWL9U8av+HGiVBDmpQI5Gv/TVGyQkFVRawrEx3cBXNsywtoxwOi32UkMVJmM8pF1HJRbUhNn83Ck6c8oAxYl2JS2aq78nMiyMmYjIdQpsR2bZm4n/ed3UxjdhxqRKLZVksShOObIJmv2OBkxTYvnEEUw0c7ciMsIaE+sSKroQguWXV0mrVg0uq7WHq0q9nMdRgFMowzkEcA11uIcGNIHAGJ7hFd485b14797HonXNy2dO4A+8zx9Yx47S</latexit>

Problem formulation: Is the question “Is the Jammer able to perform a DoS attack?”
decidable by a Turing machine? Is there a Turing machine TDoS such that

<latexit sha1_base64="SQVrVisx+EgaNYLcyvzK0/WpGR4=">AAACAnicbVBNS8NAEN34WetX1JN4CS2Cp5KIqMeCHjxW7Bc0oWy2m3bpZhN2J2IJwYt/xYsHRbz6K7z5b9y0OWjrg4HHezPMzPNjzhTY9rextLyyurZe2ihvbm3v7Jp7+20VJZLQFol4JLs+VpQzQVvAgNNuLCkOfU47/vgq9zv3VCoWiSZMYuqFeChYwAgGLfXNQzfEMAokHqfNrJ+6QB8gvY7usqxvVu2aPYW1SJyCVFGBRt/8cgcRSUIqgHCsVM+xY/BSLIERTrOymygaYzLGQ9rTVOCQKi+dvpBZx1oZWEEkdQmwpurviRSHSk1CX3fmB6t5Lxf/83oJBJdeykScABVktihIuAWRledhDZikBPhEE0wk07daZIQlJqBTK+sQnPmXF0n7tOac1+zbs2q9UsRRQkeogk6Qgy5QHd2gBmohgh7RM3pFb8aT8WK8Gx+z1iWjmDlAf2B8/gBhaJf2</latexit>

TDoS

<latexit sha1_base64="zxCWLAOryC4vufIZsudFQW9R6VI=">AAACCnicbVC7TsMwFHXKq5RXgJHFtEJlqhKEgLESDIxF0IfURq3jOq3VJI7sG0QUdWbhV1gYQIiVL2Djb3DbDNByJEtH59yH73EjnyuwrG8jt7S8srqWXy9sbG5t75i7ew0lYklZnQpfyJZLFPN5yOrAwWetSDISuD5ruqPLid+8Z1JxEd5BEjEnIIOQe5wS0FLXPOwAe4C010uYKpcx9/CVuMVc4UgoxfWUcdcsWRVrCrxI7IyUUIZa1/zq9AWNAxYC9YlSbduKwEmJBE71vEInViwidEQGrK1pSAKmnHR6yhgfaaWPPSH1CwFP1d8dKQmUSgJXVwYEhmrem4j/ee0YvAsn5WEUAwvpbJEX+xgEnuSC+1wyCn6iCaGS679iOiSSUNDpFXQI9vzJi6RxUrHPKtbNaalazOLIowNURMfIRueoiq5RDdURRY/oGb2iN+PJeDHejY9Zac7IevbRHxifP0NwmeQ=</latexit>

“yes” if DoS is possible

<latexit sha1_base64="I0alQh/y4eIFsVpV/tRiQidJhfQ=">AAACDXicbVDLTgIxFO3gC/E16tJNAxpckRlj1CWJLlxilEcCBDqlAw0z7aS9YyQTfsCNv+LGhca4de/Ov7HALBQ8SZOTc+6j93hRwDU4zreVWVpeWV3Lruc2Nre2d+zdvZqWsaKsSmUgVcMjmgVcsCpwCFgjUoyEXsDq3vBy4tfvmdJcijsYRawdkr7gPqcEjNSxD1vAHiDpdoUsFjH38ZW8xVxjIQFHUmtuBo07dsEpOVPgReKmpIBSVDr2V6snaRwyATQgWjddJ4J2QhRwaublWrFmEaFD0mdNQwUJmW4n02vG+MgoPexLZZ4APFV/dyQk1HoUeqYyJDDQ895E/M9rxuBftBMuohiYoLNFfhxgkHgSDe5xxSgEI0MIVdz8FdMBUYSCCTBnQnDnT14ktZOSe1Zybk4L5XwaRxYdoDw6Ri46R2V0jSqoiih6RM/oFb1ZT9aL9W59zEozVtqzj/7A+vwBUwma/w==</latexit>

“no” if DoS is not possible
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Properties of DoS Attacks

• Let X , Y, and S be the input, output and state sets

• Let MDoS the set of all channels for which a DoS attack is possible

Theorem: [BSP 2020]

For all |X | ≥ 2, |S| ≥ 2, and |Y| ≥ 2, there is no Turing machine T with T(W ) = 1 if and
only if W ∈ MDoS.

H. Boche, R. F. Schaefer, and H. V. Poor, “Denial-of-service attacks on communication systems: Detectability and
jammer knowledge,” IEEE Trans. Signal Process., vol. 68, pp. 3754–3768, 2020

w Feedback does not help – detection problem remains undecidable on Turing machines

——, “On the algorithmic solvability of channel dependent classification problems in communication systems,”
IEEE/ACM Trans. Netw., vol. 29, no. 3, pp. 1155–1168, Jun. 2021
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Blum-Shub-Smale (BSS) Machines

• It can store arbitrary real numbers, can compute all field operations on R, i.e., “+” and
“·”, and can compare real numbers according to the relations “<”, “>”, and “=”

• A BSS machine is similar to a Turing machine in the sense that it operates on an
infinite strip of tape according to a so-called program. This is a finite directed graph
with five types of nodes associated with different operations: input node, computation
node, branch node, shift node, and output node

BSS-computable functions are input-output maps Φ of the BSS machine B, i.e., for every
input x, the output ΦB(x) is defined if the ouput is reachable by the program of B.

A set A ⊂ RN is BSS-decidable if there is a BSS machine BA such that for all x ∈ RN we
have BA(x) = χA(x), i.e., the characteristic function χA of the set A is BSS-computable.

L. Blum, M. Shub, and S. Smale, “On a theory of computation and complexity over the real numbers: NP -
completeness, recursive functions and universal machines,” Bull. Amer. Math. Soc., vol. 21, no. 1, pp. 1–46, Jul.
1989
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Detection of DoS Attacks via BSS Machines

Channel

Xn

Y n

M

M̂

Jammer
<latexit sha1_base64="1VQUyAGBf7xvHwgnJlGzyjtJwvY=">AAAB9HicbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD0WvIinCvYD2lA220m7dDeJu5NiCf0dXjwo4tUf481/47bNQVtfWHh4Z4aZfYNECoOu++2srW9sbm0Xdoq7e/sHh6Wj46aJU82hwWMZ63bADEgRQQMFSmgnGpgKJLSC0c2s3hqDNiKOHnCSgK/YIBKh4Ayt5XcRnjC7Y0qBnvZKFbfqzkVXwcuhQnLVe6Wvbj/mqYIIuWTGdDw3QT9jGgWXMC12UwMJ4yM2gI7FiCkwfjY/ekrPrNOnYazti5DO3d8TGVPGTFRgOxXDoVmuzcz/ap0Uw2s/E1GSIkR8sShMJcWYzhKgfaGBo5xYYFwLeyvlQ6YZR5tT0YbgLX95FZoXVc/y/WWlVs7jKJBTUibnxCNXpEZuSZ00CCeP5Jm8kjdn7Lw4787HonXNyWdOyB85nz9IJJJR</latexit><latexit sha1_base64="1VQUyAGBf7xvHwgnJlGzyjtJwvY=">AAAB9HicbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD0WvIinCvYD2lA220m7dDeJu5NiCf0dXjwo4tUf481/47bNQVtfWHh4Z4aZfYNECoOu++2srW9sbm0Xdoq7e/sHh6Wj46aJU82hwWMZ63bADEgRQQMFSmgnGpgKJLSC0c2s3hqDNiKOHnCSgK/YIBKh4Ayt5XcRnjC7Y0qBnvZKFbfqzkVXwcuhQnLVe6Wvbj/mqYIIuWTGdDw3QT9jGgWXMC12UwMJ4yM2gI7FiCkwfjY/ekrPrNOnYazti5DO3d8TGVPGTFRgOxXDoVmuzcz/ap0Uw2s/E1GSIkR8sShMJcWYzhKgfaGBo5xYYFwLeyvlQ6YZR5tT0YbgLX95FZoXVc/y/WWlVs7jKJBTUibnxCNXpEZuSZ00CCeP5Jm8kjdn7Lw4787HonXNyWdOyB85nz9IJJJR</latexit><latexit sha1_base64="1VQUyAGBf7xvHwgnJlGzyjtJwvY=">AAAB9HicbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD0WvIinCvYD2lA220m7dDeJu5NiCf0dXjwo4tUf481/47bNQVtfWHh4Z4aZfYNECoOu++2srW9sbm0Xdoq7e/sHh6Wj46aJU82hwWMZ63bADEgRQQMFSmgnGpgKJLSC0c2s3hqDNiKOHnCSgK/YIBKh4Ayt5XcRnjC7Y0qBnvZKFbfqzkVXwcuhQnLVe6Wvbj/mqYIIuWTGdDw3QT9jGgWXMC12UwMJ4yM2gI7FiCkwfjY/ekrPrNOnYazti5DO3d8TGVPGTFRgOxXDoVmuzcz/ap0Uw2s/E1GSIkR8sShMJcWYzhKgfaGBo5xYYFwLeyvlQ6YZR5tT0YbgLX95FZoXVc/y/WWlVs7jKJBTUibnxCNXpEZuSZ00CCeP5Jm8kjdn7Lw4787HonXNyWdOyB85nz9IJJJR</latexit><latexit sha1_base64="1VQUyAGBf7xvHwgnJlGzyjtJwvY=">AAAB9HicbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD0WvIinCvYD2lA220m7dDeJu5NiCf0dXjwo4tUf481/47bNQVtfWHh4Z4aZfYNECoOu++2srW9sbm0Xdoq7e/sHh6Wj46aJU82hwWMZ63bADEgRQQMFSmgnGpgKJLSC0c2s3hqDNiKOHnCSgK/YIBKh4Ayt5XcRnjC7Y0qBnvZKFbfqzkVXwcuhQnLVe6Wvbj/mqYIIuWTGdDw3QT9jGgWXMC12UwMJ4yM2gI7FiCkwfjY/ekrPrNOnYazti5DO3d8TGVPGTFRgOxXDoVmuzcz/ap0Uw2s/E1GSIkR8sShMJcWYzhKgfaGBo5xYYFwLeyvlQ6YZR5tT0YbgLX95FZoXVc/y/WWlVs7jKJBTUibnxCNXpEZuSZ00CCeP5Jm8kjdn7Lw4787HonXNyWdOyB85nz9IJJJR</latexit>

Bob
<latexit sha1_base64="iifYz7JA7aKFwvds7XBnGS/aw+o=">AAAB8XicbZBNS8NAEIYn9avWr6pHL6FF8FQSEfRY9OKxgv3ANpTNdtMu3eyG3YlYQv+FFw+KePXfePPfuG1z0NYXFh7emWFn3jAR3KDnfTuFtfWNza3idmlnd2//oHx41DIq1ZQ1qRJKd0JimOCSNZGjYJ1EMxKHgrXD8c2s3n5k2nAl73GSsCAmQ8kjTgla66GH7AmzaxVO++WqV/PmclfBz6EKuRr98ldvoGgaM4lUEGO6vpdgkBGNnAo2LfVSwxJCx2TIuhYliZkJsvnGU/fUOgM3Uto+ie7c/T2RkdiYSRzazpjgyCzXZuZ/tW6K0VWQcZmkyCRdfBSlwkXlzs53B1wzimJigVDN7a4uHRFNKNqQSjYEf/nkVWid13zLdxfVeiWPowgnUIEz8OES6nALDWgCBQnP8ApvjnFenHfnY9FacPKZY/gj5/MH2MWQ6g==</latexit><latexit sha1_base64="iifYz7JA7aKFwvds7XBnGS/aw+o=">AAAB8XicbZBNS8NAEIYn9avWr6pHL6FF8FQSEfRY9OKxgv3ANpTNdtMu3eyG3YlYQv+FFw+KePXfePPfuG1z0NYXFh7emWFn3jAR3KDnfTuFtfWNza3idmlnd2//oHx41DIq1ZQ1qRJKd0JimOCSNZGjYJ1EMxKHgrXD8c2s3n5k2nAl73GSsCAmQ8kjTgla66GH7AmzaxVO++WqV/PmclfBz6EKuRr98ldvoGgaM4lUEGO6vpdgkBGNnAo2LfVSwxJCx2TIuhYliZkJsvnGU/fUOgM3Uto+ie7c/T2RkdiYSRzazpjgyCzXZuZ/tW6K0VWQcZmkyCRdfBSlwkXlzs53B1wzimJigVDN7a4uHRFNKNqQSjYEf/nkVWid13zLdxfVeiWPowgnUIEz8OES6nALDWgCBQnP8ApvjnFenHfnY9FacPKZY/gj5/MH2MWQ6g==</latexit><latexit sha1_base64="iifYz7JA7aKFwvds7XBnGS/aw+o=">AAAB8XicbZBNS8NAEIYn9avWr6pHL6FF8FQSEfRY9OKxgv3ANpTNdtMu3eyG3YlYQv+FFw+KePXfePPfuG1z0NYXFh7emWFn3jAR3KDnfTuFtfWNza3idmlnd2//oHx41DIq1ZQ1qRJKd0JimOCSNZGjYJ1EMxKHgrXD8c2s3n5k2nAl73GSsCAmQ8kjTgla66GH7AmzaxVO++WqV/PmclfBz6EKuRr98ldvoGgaM4lUEGO6vpdgkBGNnAo2LfVSwxJCx2TIuhYliZkJsvnGU/fUOgM3Uto+ie7c/T2RkdiYSRzazpjgyCzXZuZ/tW6K0VWQcZmkyCRdfBSlwkXlzs53B1wzimJigVDN7a4uHRFNKNqQSjYEf/nkVWid13zLdxfVeiWPowgnUIEz8OES6nALDWgCBQnP8ApvjnFenHfnY9FacPKZY/gj5/MH2MWQ6g==</latexit><latexit sha1_base64="iifYz7JA7aKFwvds7XBnGS/aw+o=">AAAB8XicbZBNS8NAEIYn9avWr6pHL6FF8FQSEfRY9OKxgv3ANpTNdtMu3eyG3YlYQv+FFw+KePXfePPfuG1z0NYXFh7emWFn3jAR3KDnfTuFtfWNza3idmlnd2//oHx41DIq1ZQ1qRJKd0JimOCSNZGjYJ1EMxKHgrXD8c2s3n5k2nAl73GSsCAmQ8kjTgla66GH7AmzaxVO++WqV/PmclfBz6EKuRr98ldvoGgaM4lUEGO6vpdgkBGNnAo2LfVSwxJCx2TIuhYliZkJsvnGU/fUOgM3Uto+ie7c/T2RkdiYSRzazpjgyCzXZuZ/tW6K0VWQcZmkyCRdfBSlwkXlzs53B1wzimJigVDN7a4uHRFNKNqQSjYEf/nkVWid13zLdxfVeiWPowgnUIEz8OES6nALDWgCBQnP8ApvjnFenHfnY9FacPKZY/gj5/MH2MWQ6g==</latexit>

Sn
<latexit sha1_base64="9srKqQTQ5mxT47rZr+f63etgjHo=">AAAB6nicbZBNS8NAEIYn9avWr6pHL0uL4KkkIuix4MVjpfYD2lg220m7dLMJuxuhhP4ELx4U8eov8ua/cdvmoK0vLDy8M8POvEEiuDau++0UNja3tneKu6W9/YPDo/LxSVvHqWLYYrGIVTegGgWX2DLcCOwmCmkUCOwEk9t5vfOESvNYPphpgn5ER5KHnFFjrWbzUQ7KVbfmLkTWwcuhCrkag/JXfxizNEJpmKBa9zw3MX5GleFM4KzUTzUmlE3oCHsWJY1Q+9li1Rk5t86QhLGyTxqycH9PZDTSehoFtjOiZqxXa3Pzv1ovNeGNn3GZpAYlW34UpoKYmMzvJkOukBkxtUCZ4nZXwsZUUWZsOiUbgrd68jq0L2ue5furar2Sx1GEM6jABXhwDXW4gwa0gMEInuEV3hzhvDjvzseyteDkM6fwR87nDySjjZc=</latexit><latexit sha1_base64="9srKqQTQ5mxT47rZr+f63etgjHo=">AAAB6nicbZBNS8NAEIYn9avWr6pHL0uL4KkkIuix4MVjpfYD2lg220m7dLMJuxuhhP4ELx4U8eov8ua/cdvmoK0vLDy8M8POvEEiuDau++0UNja3tneKu6W9/YPDo/LxSVvHqWLYYrGIVTegGgWX2DLcCOwmCmkUCOwEk9t5vfOESvNYPphpgn5ER5KHnFFjrWbzUQ7KVbfmLkTWwcuhCrkag/JXfxizNEJpmKBa9zw3MX5GleFM4KzUTzUmlE3oCHsWJY1Q+9li1Rk5t86QhLGyTxqycH9PZDTSehoFtjOiZqxXa3Pzv1ovNeGNn3GZpAYlW34UpoKYmMzvJkOukBkxtUCZ4nZXwsZUUWZsOiUbgrd68jq0L2ue5furar2Sx1GEM6jABXhwDXW4gwa0gMEInuEV3hzhvDjvzseyteDkM6fwR87nDySjjZc=</latexit><latexit sha1_base64="9srKqQTQ5mxT47rZr+f63etgjHo=">AAAB6nicbZBNS8NAEIYn9avWr6pHL0uL4KkkIuix4MVjpfYD2lg220m7dLMJuxuhhP4ELx4U8eov8ua/cdvmoK0vLDy8M8POvEEiuDau++0UNja3tneKu6W9/YPDo/LxSVvHqWLYYrGIVTegGgWX2DLcCOwmCmkUCOwEk9t5vfOESvNYPphpgn5ER5KHnFFjrWbzUQ7KVbfmLkTWwcuhCrkag/JXfxizNEJpmKBa9zw3MX5GleFM4KzUTzUmlE3oCHsWJY1Q+9li1Rk5t86QhLGyTxqycH9PZDTSehoFtjOiZqxXa3Pzv1ovNeGNn3GZpAYlW34UpoKYmMzvJkOukBkxtUCZ4nZXwsZUUWZsOiUbgrd68jq0L2ue5furar2Sx1GEM6jABXhwDXW4gwa0gMEInuEV3hzhvDjvzseyteDkM6fwR87nDySjjZc=</latexit><latexit sha1_base64="9srKqQTQ5mxT47rZr+f63etgjHo=">AAAB6nicbZBNS8NAEIYn9avWr6pHL0uL4KkkIuix4MVjpfYD2lg220m7dLMJuxuhhP4ELx4U8eov8ua/cdvmoK0vLDy8M8POvEEiuDau++0UNja3tneKu6W9/YPDo/LxSVvHqWLYYrGIVTegGgWX2DLcCOwmCmkUCOwEk9t5vfOESvNYPphpgn5ER5KHnFFjrWbzUQ7KVbfmLkTWwcuhCrkag/JXfxizNEJpmKBa9zw3MX5GleFM4KzUTzUmlE3oCHsWJY1Q+9li1Rk5t86QhLGyTxqycH9PZDTSehoFtjOiZqxXa3Pzv1ovNeGNn3GZpAYlW34UpoKYmMzvJkOukBkxtUCZ4nZXwsZUUWZsOiUbgrd68jq0L2ue5furar2Sx1GEM6jABXhwDXW4gwa0gMEInuEV3hzhvDjvzseyteDkM6fwR87nDySjjZc=</latexit>

Wn(yn|xn, sn)
<latexit sha1_base64="7QBDWCJOJD0v8QnmUcS+KrQJ/V4=">AAAB+XicbVBNS8NAEJ3Ur1q/oh69BItQQUpSBT0WvHisYD+gTcpmu2mXbjZhd1MMsf/EiwdFvPpPvPlv3LY5aOuDgcd7M8zM82NGpbLtb6Owtr6xuVXcLu3s7u0fmIdHLRklApMmjlgkOj6ShFFOmooqRjqxICj0GWn749uZ354QIWnEH1QaEzdEQ04DipHSUt802x6vpB5/evT4hfT4ed8s21V7DmuVODkpQ45G3/zqDSKchIQrzJCUXceOlZshoShmZFrqJZLECI/RkHQ15Sgk0s3ml0+tM60MrCASuriy5urviQyFUqahrztDpEZy2ZuJ/3ndRAU3bkZ5nCjC8WJRkDBLRdYsBmtABcGKpZogLKi+1cIjJBBWOqySDsFZfnmVtGpV57Jau78q10/zOIpwAqdQAQeuoQ530IAmYJjAM7zCm5EZL8a78bFoLRj5zDH8gfH5A+VjkxM=</latexit>

Dec �
<latexit sha1_base64="+PO1aa6avxCwzSG/gEt0JUPC9AI=">AAAB+HicbVDLSgNBEJz1GeMjqx69DAmCp7AbBT0G9OAxgnlAsoTZSW8yZPbBTK8Yl3yJFw+KePVTvPk3TpI9aGJBQ1HVTXeXn0ih0XG+rbX1jc2t7cJOcXdv/6BkHx61dJwqDk0ey1h1fKZBigiaKFBCJ1HAQl9C2x9fz/z2Aygt4ugeJwl4IRtGIhCcoZH6dqmH8IjZDXA67SUj0bcrTtWZg64SNycVkqPRt796g5inIUTIJdO66zoJehlTKLiEabGXakgYH7MhdA2NWAjay+aHT+mpUQY0iJWpCOlc/T2RsVDrSeibzpDhSC97M/E/r5ticOVlIkpShIgvFgWppBjTWQp0IBRwlBNDGFfC3Er5iCnG0WRVNCG4yy+vklat6p5Xa3cXlXo5j6NATkiZnBGXXJI6uSUN0iScpOSZvJI368l6sd6tj0XrmpXPHJM/sD5/ALnnkwc=</latexit>

Enc E
<latexit sha1_base64="KS7KkC+1Gf8XauBmXoRkZYZ7BXQ=">AAAB83icbVDLSgNBEJyNrxhfUY9ehgTBU9iNgh4DEvAYwTwgWcLspDcZMju7zPSKYclvePGgiFd/xpt/4+Rx0MSChqKqm+6uIJHCoOt+O7mNza3tnfxuYW//4PCoeHzSMnGqOTR5LGPdCZgBKRQ0UaCETqKBRYGEdjC+nfntR9BGxOoBJwn4ERsqEQrO0Eq9HsITZnXF6bTeL5bdijsHXSfekpTJEo1+8as3iHkagUIumTFdz03Qz5hGwSVMC73UQML4mA2ha6liERg/m988pedWGdAw1rYU0rn6eyJjkTGTKLCdEcORWfVm4n9eN8Xwxs+ESlIExReLwlRSjOksADoQGjjKiSWMa2FvpXzENONoYyrYELzVl9dJq1rxLivV+6tyrbSMI0/OSIlcEI9ckxq5Iw3SJJwk5Jm8kjcndV6cd+dj0ZpzljOn5A+czx/J15Fq</latexit>

Alice
<latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit><latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit><latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit><latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit>

E, �
<latexit sha1_base64="a+12F6+lrnKuzQcO3+O6bu35Pc4=">AAAB7nicbVBNSwMxEJ31s9avqkcvoUXwIGW3CnosiOCxgv2AdinZNNuGJtmQZIWy9Ed48aCIV3+PN/+NabsHbX0w8Hhvhpl5keLMWN//9tbWNza3tgs7xd29/YPD0tFxyySpJrRJEp7oToQN5UzSpmWW047SFIuI03Y0vp357SeqDUvko50oGgo8lCxmBFsnte8uUE+NWL9U8av+HGiVBDmpQI5Gv/TVGyQkFVRawrEx3cBXNsywtoxwOi32UkMVJmM8pF1HJRbUhNn83Ck6c8oAxYl2JS2aq78nMiyMmYjIdQpsR2bZm4n/ed3UxjdhxqRKLZVksShOObIJmv2OBkxTYvnEEUw0c7ciMsIaE+sSKroQguWXV0mrVg0uq7WHq0q9nMdRgFMowzkEcA11uIcGNIHAGJ7hFd485b14797HonXNy2dO4A+8zx9Yx47S</latexit>

Problem formulation: Is the question “Is the Jammer able to perform a DoS attack?”
decidable by a BSS machine? Is there a BSS machine BDoS such that

<latexit sha1_base64="SQVrVisx+EgaNYLcyvzK0/WpGR4=">AAACAnicbVBNS8NAEN34WetX1JN4CS2Cp5KIqMeCHjxW7Bc0oWy2m3bpZhN2J2IJwYt/xYsHRbz6K7z5b9y0OWjrg4HHezPMzPNjzhTY9rextLyyurZe2ihvbm3v7Jp7+20VJZLQFol4JLs+VpQzQVvAgNNuLCkOfU47/vgq9zv3VCoWiSZMYuqFeChYwAgGLfXNQzfEMAokHqfNrJ+6QB8gvY7usqxvVu2aPYW1SJyCVFGBRt/8cgcRSUIqgHCsVM+xY/BSLIERTrOymygaYzLGQ9rTVOCQKi+dvpBZx1oZWEEkdQmwpurviRSHSk1CX3fmB6t5Lxf/83oJBJdeykScABVktihIuAWRledhDZikBPhEE0wk07daZIQlJqBTK+sQnPmXF0n7tOac1+zbs2q9UsRRQkeogk6Qgy5QHd2gBmohgh7RM3pFb8aT8WK8Gx+z1iWjmDlAf2B8/gBhaJf2</latexit>

TDoS

<latexit sha1_base64="zxCWLAOryC4vufIZsudFQW9R6VI=">AAACCnicbVC7TsMwFHXKq5RXgJHFtEJlqhKEgLESDIxF0IfURq3jOq3VJI7sG0QUdWbhV1gYQIiVL2Djb3DbDNByJEtH59yH73EjnyuwrG8jt7S8srqWXy9sbG5t75i7ew0lYklZnQpfyJZLFPN5yOrAwWetSDISuD5ruqPLid+8Z1JxEd5BEjEnIIOQe5wS0FLXPOwAe4C010uYKpcx9/CVuMVc4UgoxfWUcdcsWRVrCrxI7IyUUIZa1/zq9AWNAxYC9YlSbduKwEmJBE71vEInViwidEQGrK1pSAKmnHR6yhgfaaWPPSH1CwFP1d8dKQmUSgJXVwYEhmrem4j/ee0YvAsn5WEUAwvpbJEX+xgEnuSC+1wyCn6iCaGS679iOiSSUNDpFXQI9vzJi6RxUrHPKtbNaalazOLIowNURMfIRueoiq5RDdURRY/oGb2iN+PJeDHejY9Zac7IevbRHxifP0NwmeQ=</latexit>

“yes” if DoS is possible

<latexit sha1_base64="I0alQh/y4eIFsVpV/tRiQidJhfQ=">AAACDXicbVDLTgIxFO3gC/E16tJNAxpckRlj1CWJLlxilEcCBDqlAw0z7aS9YyQTfsCNv+LGhca4de/Ov7HALBQ8SZOTc+6j93hRwDU4zreVWVpeWV3Lruc2Nre2d+zdvZqWsaKsSmUgVcMjmgVcsCpwCFgjUoyEXsDq3vBy4tfvmdJcijsYRawdkr7gPqcEjNSxD1vAHiDpdoUsFjH38ZW8xVxjIQFHUmtuBo07dsEpOVPgReKmpIBSVDr2V6snaRwyATQgWjddJ4J2QhRwaublWrFmEaFD0mdNQwUJmW4n02vG+MgoPexLZZ4APFV/dyQk1HoUeqYyJDDQ895E/M9rxuBftBMuohiYoLNFfhxgkHgSDe5xxSgEI0MIVdz8FdMBUYSCCTBnQnDnT14ktZOSe1Zybk4L5XwaRxYdoDw6Ri46R2V0jSqoiih6RM/oFb1ZT9aL9W59zEozVtqzj/7A+vwBUwma/w==</latexit>

“no” if DoS is not possible

<latexit sha1_base64="zxCWLAOryC4vufIZsudFQW9R6VI=">AAACCnicbVC7TsMwFHXKq5RXgJHFtEJlqhKEgLESDIxF0IfURq3jOq3VJI7sG0QUdWbhV1gYQIiVL2Djb3DbDNByJEtH59yH73EjnyuwrG8jt7S8srqWXy9sbG5t75i7ew0lYklZnQpfyJZLFPN5yOrAwWetSDISuD5ruqPLid+8Z1JxEd5BEjEnIIOQe5wS0FLXPOwAe4C010uYKpcx9/CVuMVc4UgoxfWUcdcsWRVrCrxI7IyUUIZa1/zq9AWNAxYC9YlSbduKwEmJBE71vEInViwidEQGrK1pSAKmnHR6yhgfaaWPPSH1CwFP1d8dKQmUSgJXVwYEhmrem4j/ee0YvAsn5WEUAwvpbJEX+xgEnuSC+1wyCn6iCaGS679iOiSSUNDpFXQI9vzJi6RxUrHPKtbNaalazOLIowNURMfIRueoiq5RDdURRY/oGb2iN+PJeDHejY9Zac7IevbRHxifP0NwmeQ=</latexit>

“yes” if DoS is possible

<latexit sha1_base64="I0alQh/y4eIFsVpV/tRiQidJhfQ=">AAACDXicbVDLTgIxFO3gC/E16tJNAxpckRlj1CWJLlxilEcCBDqlAw0z7aS9YyQTfsCNv+LGhca4de/Ov7HALBQ8SZOTc+6j93hRwDU4zreVWVpeWV3Lruc2Nre2d+zdvZqWsaKsSmUgVcMjmgVcsCpwCFgjUoyEXsDq3vBy4tfvmdJcijsYRawdkr7gPqcEjNSxD1vAHiDpdoUsFjH38ZW8xVxjIQFHUmtuBo07dsEpOVPgReKmpIBSVDr2V6snaRwyATQgWjddJ4J2QhRwaublWrFmEaFD0mdNQwUJmW4n02vG+MgoPexLZZ4APFV/dyQk1HoUeqYyJDDQ895E/M9rxuBftBMuohiYoLNFfhxgkHgSDe5xxSgEI0MIVdz8FdMBUYSCCTBnQnDnT14ktZOSe1Zybk4L5XwaRxYdoDw6Ri46R2V0jSqoiih6RM/oFb1ZT9aL9W59zEozVtqzj/7A+vwBUwma/w==</latexit>

“no” if DoS is not possible

<latexit sha1_base64="HtLAWulpj6IgftQoEsEKN8WuRTU=">AAACAnicbVDLSsNAFJ3UV62vqCtxE1oEVyUpoi6LunBZ0T6gCWEynbRDJw9mbsQSght/xY0LRdz6Fe78GydtFtp64MLhnHu59x4v5kyCaX5rpaXlldW18nplY3Nre0ff3evIKBGEtknEI9HzsKSchbQNDDjtxYLiwOO0640vc797T4VkUXgHk5g6AR6GzGcEg5Jc/cAOMIx8gcfpReamNtAHSK+i2yxz9ZpZN6cwFolVkBoq0HL1L3sQkSSgIRCOpexbZgxOigUwwmlWsRNJY0zGeEj7ioY4oNJJpy9kxpFSBoYfCVUhGFP190SKAykngac684PlvJeL/3n9BPxzJ2VhnAANyWyRn3ADIiPPwxgwQQnwiSKYCKZuNcgIC0xApVZRIVjzLy+STqNundYbNye1ZrWIo4wOURUdIwudoSa6Ri3URgQ9omf0it60J+1Fe9c+Zq0lrZjZR3+gff4ARciX5g==</latexit>

BDoS
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DoS Attacks with Blum-Shub-Smale Machines

Theorem:

Let X , Y, and S be arbitrary finite alphabets. Then there exists a BSS machine B that
outputs B(W ) = “yes” if and only if W ∈ MDoS, i.e., the DoS detection problem is
BSS-decidable.

Main proof ingredient:

• Exploit connections to the theory of semialgebraic sets

• Show that both sets MDoS and Mc
DoS are semialgebraic

w The result remains true also in case where the Jammer also knows the transmitted
message, i.e., the most powerful jammer
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Conclusions

• Detection framework based on Turing machines

w Turing machines provide fundamental performance limits for today’s digital computers and
therewith of traditional signal processing

w Turing machines are not capable of detecting DoS attacks!
w Feedback does not help – detection problem remains undecidable

• Detection framework based on BSS machines
w Allows the processing and storage of arbitrary reals
w BSS machines are capable of detecting DoS attacks!
w Real number signal processing enables the detection of DoS attacks

w Solution to the DoS detectability problem: Computing model is very important!

H. Boche, R. F. Schaefer, H. V. Poor, and F. H. P. Fitzek, “On the need of neuromorphic twins to detect denial-
of-service attacks on communication networks,” IEEE/ACM Trans. Networking, pp. 1–13, 2024, early access
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