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Side Channel Attacks 
and Countermeasures

Hardware 
Testing

Hardware 
Attacks

Fault Attacks & 
Countermeasures

Physical Reverse 
Engineering
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Netlist Reverse 
Enginering

FPGAs

Digital Design

IC Trust
>10 years

< 1 month

Novice Expert

high impact on 
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no impact on 
vulnberability
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Current status:
defined attributes + vector string as result

Next steps:
CRESS score calculation

Assessement of offensive and defensive role of reverse engineering in common attack 
scenarios using selective attributes

Open source online tool to test own scenarios

Duration: ~ 25 minutes

Record: yes (we will take minutes which will 
send to you for proofreading after the 

interview)

Physical Attacks

Hardware 
Implementations

Attacking Parties

easy to 
implement

Common Reverse Engineering Scoring System (CRESS)

Ludwig, M., Hepp, A., Brunner, M., & Baehr, J. (2021). CRESS: Framework for Vulnerability Assessment of Attack Scenarios in 
Hardware Reverse Engineering. In 2021 IEEE Physical Assurance and Inspection of Electronics (PAINE) (pp. 1-8). IEEE.

WHY this interview

HOW this interview

Entry Point:

 Complexity of attack and 
required expertise based 

on a given RE result

Attack Complexity:

Level of openly available 
high-level description

Available Device 
Information:
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Necessary RE result to 
enable an attack

RE Result:

Permissions necessary to 
execute the attack

Supply Chain 
Intrusion:

not critical very critical

Countermeasures that 
can prevent the attack as

 a whole, assuming that the 
method is effective against 

the attack

Remediation 
Strategy:
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not critical very critical

Impact on
the device or IP

Impact:

Available 
Device 

Information

Supply 
Chain 

Intrusion

Remediation 
Strategy

Impact

Attack 
Complexity

Entry Point

RE Result

Importance of the choice 
of this category on 

vulnerability

Overall:
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Software 
Implementation

PUF

Probing

Microcontroller 
Attacks and 

Countermeasures

CRESS's goal: 
Render different exploitability and impact 

categories comparable

Allow a general classification of published 
scenarios
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Analog Design

PCB Design

Formal 
Verification

Failure 
Analysis

Firmware

Physical / 
Backend 

Design
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How are you today?

worst day in my 
life
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best day since I 
was born
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