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Enabling Formal Verification of Data-Aware Hard-
ware Models

Background

With the evergrowing reliance on computer systems, interest in the verification of such has
seen an incredible increase in popularity over the past decades [2, Ch. 1]. While this is espe-
cially the case for safety critical applications, verifying the compliance of a system to a given
specification has become a standard requirement in many different domains of system design.
Therefore, formal methodologies have been developed which allow for mathematically proven
and comprehensive verification of a system.

This thesis will be conducted in the domain of systems design with SystemVerilog and will focus
on enabling formal verification of systems in which data is intensively involved. The methodolo-
gy used for formal verification is model checking, where the conformity of a system’s model to
a given set of properties is verified by exploring the model’s state space.

Description

As good as formal verification sounds, there are serious limitations on the models and proper-
ties which can be verified with model checking in reality [2, Ch. 2]. One of the biggest limitations
of model checking is the so-called state space explosion. The term refers to the fact that a sy-
stem’s state space grows exponentially with the amount of data stored in the system. This can
very quickly lead to issues during the traversal of the model’s state space due to time and/or
memory constraints.

Hence, in the context of hardware verification, model checking is most feasible for the verifica-
tion of control logic, for example the handshake behavior of low-level protocols. Such control
signals usually require only few registers, resulting in a relatively small state space.

Nonetheless, sometimes the data paths in a system are required for verification as well. Taking
into consideration the data signals of a design greatly increases its state space, since data
is usually stored in large registers. Due to the state space explosion problem, this can leave
formal verification of such systems infeasible.

The goal of the thesis is to enable formal verification of certain models in which data, e.g. fixed-
point numbers, is involved. So far, not much effort has been invested into the formal verification
of these specific models. This means that a lot of exploration will be necessary to assess how
well model checking can be applied to the models and to establish a verification flow. It might
be required to exploit properties of the models and the data in order to reduce the verification
effort or even to make verification possible in the first place.

Inspiration might be taken for instance from [1], [3], [4] or [5].

Tasks

1. Establish basic verification flow for simple designs

2. Determine for which data-aware models state-space explosion is the main barrier for
model checking

3. Develop technique to abstract data-aware system designs for model checking

4. Extend verification flow to allow verification of data-aware models

5. Evaluate methodologies against real-world applications used in the industry
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